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), WeAudit: A Workflow and System for User-engaged Al Auditing

Fig. 1. WeAudit supports end users in iteratively investigating, deliberating on, and reporting perceived
harms and biases in generative Al (GenAl) systems through support for comparing and making sense of
different Al generated outputs (a, b); support for reflection around their own and others’ auditing findings (b,
¢, d); and mechanisms for structured reporting, discussion, and verification of audit findings (e, f, g). Through
user studies with both end users and industry GenAl practitioners, our work highlights design considerations,
recommendations, and opportunities to support effective and responsible user engagement in Al auditing.
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There has been growing interest from both practitioners and researchers in engaging end users in Al auditing,
to draw upon users' unique knowledge and lived experiences. However, we know little about how to e ectively
sca old end users in auditing in ways that can generate actionable insights for Al practitioners. Through
formative studies with both users and Al practitioners, we rst identi ed a set of design goals to support
user-engaged Al auditing. We then develop@&Audit a work ow and system that supports end users in
auditing Al both individually and collectively. We evaluatetfeAuditthrough a three-week user study with

user auditors and interviews with industry Generative Al practitioners. Our ndings o er insights into how
WeAuditsupports users in noticing and re ecting upon potential Al harms and in articulating their ndings in
ways that industry practitioners can act upon. Based on our observations and feedback from both users and
practitioners, we identify several opportunities to better support user engagement in Al auditing processes. We
discuss implications for future research to support e ective and responsible user engagement in Al auditing.
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1 INTRODUCTION

End users often surface harmful behaviors in Arti cial Intelligence (Al) systems that are otherwise
overlooked by Al practitioners32 37,58 66 68 74,84, 111 113 119. Past research shows that Al
users can detect and raise awareness of biased and harmful Al behaviors by leveraging their lived
experiences, building on one anothers' ndings, and generating and testing hypotheses about Al
harms [37, 113. There has been rapidly growing interest among both researchers and practitioners
in engaging end users in auditing Al products and services: one line of recent research has explored
systems and processes to enable user engagement in audijig,[27, 57, 66, 78 88 89, while
another has focused on understanding industry Al practitioners' needs and challenges around
e ective user engagementyl, 32 35 75 76 90, 124. However, a critical gap remains in connecting
the needs, challenges, and perspectives of these two groups of stakehdttisvsnight we de-
velop tools and processes to e ectively sca old end-user engagement in Al audits, while
ensuring their ndings are useful and actionable for Al practitioners?

To bridge this gap, in this work, we introduc&/eAudit a work ow and platform, designed with
and for both end users and industry Al practitioners, to support meaningful user engagement
in Al audit. In line with prior research, throughout this paper we use the term user-engaged
Al auditing (or simply user auditing ) to refer to processes where users are actively engaged
in Al auditing processes that may also include auditing e orts from Al practitioners or other
technical experts§, 10, 32 66 117. We use the term user auditors to refer to Al users who are
engaged in auditing processes. We focus in particular on Generative Al (GenAl) systems, which
have garnered signi cant attention for user auditing due to their widespread availability and their
ability to exibly generate content over a vast input-output spacéq7 12§. These characteristics
of GenAl introduce an equally vast space of risks and use cases, prompting calls across government,
academia, and industry to engage diverse expertise in Al auditing [1, 3, 11, 81, 86, 92, 93, 121].

To understand both end users' and Al practitioners' needs for support in user auditing, we rst
conducted a formative study with 11 end usetd(Q1-U1}, and seven industry Al practitioners with
prior experience engaging end users in Al auditir@d1-P0)Z These formative studies led to the
development of a set of design goals, and a corresponullegwuditwork ow that draws upon ideas
from CSCW research on crowdsourcing and sensemaking 19 60, 107. We then instantiated the
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Fig. 2. An overview of the methods and contribution of our work.

WeAuditwork ow through a system that supports and sca olds users in investigating, deliberating
on, and reporting perceived harms and biases in text-to-image (T2I) Al systems. To understand the
strengths and limitations ofVeAuditin supporting user auditing, we rst conducted a three-week
user study with 45 usersH01-F4pbto audit Stable Di usion, an open source T2l system, and re ect

on their experience using the tool. We then conducted semi-structured interviews with 10 industry
GenAl practitioners (a subset 6f01-P1¢to evaluate the design diveAudit grounded in data and

user audit reports from our user study.

Through these studies, we provide design insights into h@weAudit(1) augments user auditors'
abilities to detect and re ect on Al biases and harms that might otherwise be overlooked, (2)
enhances the depth and breadth of user audits, (3) supports the creation of user audit reports that
Al practitioners nd actionable for mitigating Al harms, and (4) helps users increase their aware-
ness and understanding of Al harms. Practitioners found the audit outcomes insightful and could
envision incorporatingWeAuditinto their existing GenAl evaluation and development work ows.
Our study also revealed several opportunities to impraxeAuditand future user-engaged Al
audit processes. We discuss implications of our ndings for future research and practice on user
engagement in Al auditing. Overall, this work makes the following contributions (Figure 2):

We identify a set ofdesign goals for systems and processes intended to support user-
engaged Al auditing, informed by formative studies with both end users and industry GenAl
practitioners.

We presentWeAudit , a general work ow and interactive system for user-engaged Al auditing,
based on our design goals.

We share empiricainsights into how WeAuditsupports users in auditing GenAl and how
industry GenAl practitioners envision adapting/eAuditto support their current work ows.

We discuss thébroader implications of our ndings for HCI and Al researchers and
practitioners, organizations, and policymakers in sustaining user engagement in Al auditing
and red teaming in a responsible and ethical manner.
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2 RELATED WORK
2.1 Engaging End Users in Auditing Al Systems for Harmful Behaviors

In recent years, Al audits have gained prominence as a method for uncovering biased, discriminatory,
or otherwise harmful behaviors in algorithmic systemé, [LO, 14, 50,52 79 87, 102 109 114 120.

At a high level, Al auditing refers to a process of repeatedly testing an algorithm with inputs and
observing the corresponding outputs, in order to understand its behavior and potential external
impacts [10, 79].

While most Al audits are still conducted by experts such as researcHet8, 42 43 56,104 and
Al practitioners [24, 79 109 120, end users can often identify and raise awareness of harmful Al
behaviors in systems that impact their lives, complementing expert-led Al audit e 08§ [L13. For
example, end-users often discover harmful biases in Text to Image (T2I) generative Al systems that
expert auditors fail to detectq4, 82 111 133. When Mack et al. engaged people with disabilities
to review and re ect on images generated by T2I systems they uncovered several nuanced societal
stereotypes that extended beyond existing taxonomies, such as perpetuating broader narratives in
society around disabled people as primarily using wheelchairs, being sad and lonely, incapable,
and inactive [74].

Recognizing the power of users in Al auditing, researchers in CSCW, HCI, and Al have begun
exploring tools and processes to support more user-engaged approaches to Al auditing, where
users actively participate in the auditing process alongside e orts from Al practitioners or other
technical experts$, 16 37,57, 58 66 88 113. For example, DeVrio et al. conducted think-alouds,
diary studies, and workshops to investigate how users, both individually and collectively, are able
to surface harmful algorithmic behaviors that formal or expert-led audits may m&§.[Lam et al.
developed an End-user Audits framework, instantiated in a system called IndieLabel, to engage
non-technical users in auditing sentiment analysis classi cation Al models [66].

In parallel, several major technology companies have begun experimenting with user-engaged
auditing approaches to identify harmful and biased outputs in their Al products and servizésy,
91,101 124. In 2021, Twitter launched its rst algorithmic bias bounty challenge, inviting users
to identify harmful biases in its image-cropping algorithn2{]. Following this, OpenAl introduced
a Feedback Contest encouraging users to provide feedback on problematic model outputs during
their interactions with ChatGPT. Many corporations with generative Al products have also turned
to red-teaming events, where users rigorously test models to identify vulnerabilities and harmful
biases (such as the Red Team village at DEFCON, a hacking confergfijcé fesponse to calls
from government agencies like the Executive Order on Safe, Secure, and Trustworthy Development
and Use of Al 121, many civil society organizations has called for technology companies to engage
external domain experts, including end users, in auditing their generative Al producisi4, 49 97].

A small but growing body of research has begun exploring the needs and challenges faced by Al
practitioners in conducting such user-engaged Al audits. For example, through interviews with
35 Al audit practitioners, Ojewale et al. identi ed the need for tools to support Al practitioners
in engaging those directly impacted by Al deployments, o ering insights into how to better
design participatory Al tools and processes with accountabili®d[ In a study with industry
Al practitioners who are engaging users in auditing their Al systems, Deng et al. found that
practitioners often repurpose crowdsourcing platforms for user audits but struggle to sca old
users toward productive auditing strategies and to derive actionable insights from users' audit
outcomes BZ. Many other studies on responsible Al have highlighted the lack of e cient tooling
and collaboration processes for practitioners to engage end users in testing and auditing Al products
and services [33, 34, 76, 77, 124].
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Despite these two growing lines of research supporting user audits through new tools and pro-
cesses, and understanding industry Al practitioners' needs and challenges around user auditing we
lack an understanding ofow to design tools that support both Al users and Al practitioners
in the user-engaged Al audit process. Our work bridges these prior lines of research by designing,
prototyping, and evaluating a user-engaged Al audit work ow and tool that e ectively sca olds
end-user engagementin Al audits, while ensuring their ndings are useful and actionable for Al prac-
titioners. Through an evaluation dNVeAuditwith both Al users and practitioners, our work provides
insights to help future practitioners and researchers better engage users in Al auditing processes.

2.2 Sca olding Mechanisms for Crowdsourcing

CSCW and HCI research has a long tradition of designing mechanisms including interfaces,
guided work ows, and systems of incentives to support the success of complex crowd processes
[9, 60 116 123. This line of research explores methods to help crowd workers perform creative
and open-ended tasks beyond simple voting or preference selectigt?] 25 41]. For instance,
Dow et al. and Chung et al. demonstrated how structured feedback can guide workers in complex
tasks, improving the quality of creative contribution2§, 41]. Chilton et al. developed a work ow
to assist crowd workers in subjective categorization tasks through iterative feedback, highlighting
crowds' potential in complex sensemaking [22].
Further studies examine how presenting examples can be an e ective way to sca old crowd
work, especially in unfamiliar tasks that require iterative work and hypothesis generatiy@p,
62 83 115 13Q. Social augmentation, such as showing examples or traces of others' work to
augment individual crowd workers' performance, has been shown to improve performance on
information search tasks (e.g61). Other research indicates that timely exposure to diverse sets of
examples can stimulate new directions of thought for crowd workesg][ potentially enhancing the
quantity and quality of ideas generated 3. However, this research consistently highlights that the
e ectiveness of examples varies based on task content and presentation §ijleHinally, research
on reliability in crowdsourced work has developed methods for verifying others' contributions,
such as Bernstein et al's Find, Fix, Verify work ow, which enables structured peer review [7].
Our work extends these lines of research by designing, prototyping, and evaluating sca olding
mechanisms speci cally for user-engaged Al auditing.

3 Formative Study

In this section, we rst describe the procedure of our formative study. We then present six Design
Goals for processes and tools to support user-engaged Al auditing, informed by our formative
study with Al users and practitioners.

3.1 Method

3.1.1 Think-aloud study with end uség.understand the challenges end users encounter when
participating in GenAl audits, and to identify opportunities to better support them beyond existing
approaches (Section 2), we rst conducted think-alouds with 11 end users (UO1 - U11). For these
formative studies, we aimed to recruit participants spanning diverse demographics and levels of
technical literacy. To this end, we recruited participants through Craigslist and Nextdoor. Ten
of these 11 participants had not previously used T2l systems; participants ranged from 18 to 80
years of age. Two participants had high school degrees, 2 Associate degrees, 5 bachelor degrees, 1
master's degree, and 1 Ph.D. Detailed participant descriptions are in Appendix A.1 (Table 2).

In each study, we introduced the study and onboarded participants by providing examples of
harmful text-to-image results along with reasons why these results could be considered harmful
towards certain social groups. These examples and rationales were drawn from prior expert-led
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